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Abstract

The European Union aims to ensure that people live in an area of freedom, security and justice, without
internal boundaries. Europeans need to feel confident that, wherever they move within Europe, their freedom
and their security are well protected, in full compliance with the Union's values, including the rule of law and
fundamental rights. In recent years new and complex threats have emerged highlighting the need for further
synergies and closer cooperation at all levels. Many of today's security concerns originate from instability in
the EU's immediate neighbourhood and changing forms of radicalisation, violence and terrorism. Threats are
becoming more variable and more international, as well as increasingly cross-border and cross-sectorial in
nature. These threats require an effective and coordinated response at European level. All the EU
institutions have agreed that we need a renewed Internal Security Strategy for the coming five years.
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1. INTRODUCTION

The European Union aims to ensure that people live in an area of freedom, security and justice, without
internal boundaries. Europeans need to feel confident that, wherever they move within Europe, their freedom
and their security are well protected, in full compliance with the Union's values, including the rule of law and
fundamental rights. In recent years new and complex threats have emerged highlighting the need for further
synergies and closer cooperation at all levels. Many of today's security concerns originate from instability in
the EU's immediate neighbourhood and changing forms of radicalisation, violence and terrorism. Threats are
becoming more variable and more international, as well as increasingly cross-border and cross-sectorial in
nature.

2. PUMPS FOR THE ACTION ON THE EUROPEAN UNION IN THE SCOPE OF THE
EUROPEAN AGENDA ON SECURITY

Better information exchange

The Schengen Information System (SIS) is the most widely used information-sharing instrument today.
Competent national authorities can use it to consult alerts on wanted or missing persons and objects, both
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inside the Union and at the external border. The SIS was upgraded in early 2015 to improve information
exchange on terrorist suspects and to reinforce the efforts of Member States to invalidate the travel
documents of persons suspected of wanting to join terrorist groups outside the EU. To further strengthen
security at the external borders, there should be fuller use of the SIS together with Interpol’'s database on
Stolen and Lost Travel Documents (SLTD). The Commission will help Member States to use automated
border controls with checks of the SIS and the SLTD, and it will continue to monitor if Member States
implement their obligation to provide data to the SLTD.

Complementary measures to improve security in relation to the movement of goods also contribute to tackle
illegal activities at the border, such as trafficking of weapons, illicit drug and cigarette smuggling or illegal
currency transfers. The Customs Advance Cargo Information System provides customs authorities with
advance notification for security risk assessment of cargo arriving into and departing from the EU. This
system should be fully exploited by ensuring effective sharing of information between customs and with other
law enforcement authorities. The Anti-Fraud Information System (AFIS) provides a crucial platform for
exchange of customs anti-fraud information supporting customs law enforcement to fight cross border crime.

The Prim framework is another example of an information exchange tool at EU level that is yet to be used to
its full potential. It can offer automated comparison of DNA profiles, fingerprint data and vehicle registration
data — which are key to detecting crime and building an effective case. The system is falling short of its
potential because at this stage only a limited number of Member States have implemented their legal
obligations and integrated the network with their own systems. This impedes the overall effectiveness of the
Prim framework in catching and prosecuting criminals. Member States have received significant financial
and technical support for implementation. The Commission will treat this area as a priority in using its powers
to ensure the correct implementation of EU law.

Of course, legal implementation of EU instruments at national level is not enough. The tools of the EU
security framework will only take full effect when national law enforcement agencies feel confident in existing
instruments and share information readily. The proposal for a new legal basis for Europol, 15 currently
before the colegislators, seeks to enhance Europol's analytical capabilities, trigger operational action on the
part of Member States, and reinforce the agency's data protection regime. Member States should use
Europol as their channel of first choice for law enforcement information sharing across the EU. Europol's
Secure Information Exchange Network Application (SIENA) allows Member States to exchange information
in a swift, secure and user-friendly way with each other, with Europol, or with third parties that have a
cooperation agreement with Europol. The active use of information exchange instruments also needs the
right interface between the EU's tools and national law enforcement systems, such as Single Points of
Contact. Member States must put the right structures in place at national level to integrate and coordinate
the work of the relevant authorities.

Increased operational cooperation

The Lisbon Treaty provides legal and practical arrangements to make operational cooperation between
authorities of different Member States effective. Through the EU Policy Cycle for serious and organised
crime, Member States authorities coordinate common priorities and operational actions. The Standing
Committee on Operational Cooperation on Internal Security (COSI) plays a central role. The Policy Cycle
provides a methodology for an intelligence-led approach to internal security, based on joint threat
assessments coordinated within Europol. It targets available resources in view of immediate, mid-term and
long-term security threats and risks. The Policy Cycle should be used more by Member States to launch
concrete law enforcement operations to tackle organised crime, including with third countries. Operation
Archimedes, coordinated by Europol in September 2014 to address a variety of serious crimes across
Member States and third countries, provided a practical example of how this can help.19 Such operations
should be evaluated regularly in order to identify best practices for future action. EU agencies play a crucial
role in supporting operational cooperation. They contribute to the assessment of common security threats,
they help to define common priorities for operational action, and they facilitate cross-border cooperation and
prosecution. Member States should make full use of the support of the agencies to tackle crime through joint
action. Increased cooperation between the agencies should also be promoted, within their respective
mandates. The revised cooperation agreement between Europol and Frontex, once implemented, will allow
such synergies by enabling the two agencies to share personal data with appropriate data protection
safeguards. Eurojust and Europol should further enhance their operational cooperation.

Supporting action: training, funding, research and innovation

In addition to information exchange and operational cooperation, the EU provides support to security-related
actions through training, funding and the promotion of security-related research and innovation. The
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Commission seeks to target this support in a strategic and cost-effective way.

The effectiveness of cooperation tools relies on law enforcement officers in Member States knowing how to
use them. Training is essential to allow authorities on the ground to exploit the tools in an operational
situation. The European police college CEPOL organises courses, defines common curricula on cross-
border cooperation and coordinates exchange programmes. The current legislative proposal on CEPOL
would further reinforce its ability to prepare police officers to cooperate effectively and to develop a common
law enforcement culture.26 CEPOL should adapt its yearly training programmes to the priorities set out in
this Agenda. National police academies should also use EU funding to make cross-border cooperation an
integral part of their own training and practical exercises. Training for the judiciary and judicial staff should
also be better aligned with EU priorities, building on existing structures and networks and with the support of
the European Judicial Training Network (EJTN) and of the European e-Justice Portal and e-learning.

The recently created Internal Security Fund provides a responsive and flexible tool to address the most
crucial challenges up to 2020. This Agenda provides strategic direction for the Fund, with a focus on those
areas where financial support will bring most value added. Priority uses of the fund should include updating
national sections of the Schengen Information System, implementing the Prim framework and setting up
Single Points of Contact. The Fund should also be used to strengthen cross-border operational cooperation
under the EU Policy Cycle for serious and organised crime, and to develop 'exit strategies' for radicalised
persons with the help of best practices exchanged in the Radicalisation Awareness Network. Other EU
funding instruments, such as Horizon 2020 for research and innovation27, the European Structural and
Investment Funds, the EU Justice Programmes, the Customs 2020 Programme and financial instruments for
external action can also contribute, in their respective areas, to support the priorities of the Agenda on
Security. The mid-term review of the Internal Security Fund in 2018 will provide an opportunity to take stock
of how funding has helped to deliver the priorities of the Agenda and reprioritise as necessary.

A competitive EU security industry can also contribute to the EU’s autonomy in meeting security needs. The
EU has encouraged the development of innovative security solutions, for example through standards and
common certificates. The Commission is considering further action, such as on alarm systems and airport
screening equipment, to remove barriers to the Single Market and to enhance the competitiveness of the EU
security industry in export markets. Forensic science is critical to law enforcement and prosecution. Law
enforcement and judicial authorities must be confident that the forensic data they rely on is of high quality,
including if the data comes from another Member State. It is therefore important to ensure that the forensic
data exchanged through information exchange systems, such as the Prim framework for fingerprints and
DNA profiles, can be effectively used in court. A European Forensic Area, to align the processes of forensic
service providers in Member States, would foster cooperation and ensure confidence.

3. CONCLUSION

Security should be a key priority in a wide range of funding instruments, research and innovation
programmes as well as training initiatives. Existing priorities should be adjusted as required.

The European Agenda on Security sets out the actions necessary to deliver a high level of internal security
in the EU. It must be a shared agenda. Its successful implementation depends on the political commitment of
all actors concerned to do more and to work better together. This includes EU institutions, Member States
and EU agencies. It requires a global perspective with security as one of our main external priorities. The EU
must be able to react to unexpected events, seize new opportunities and anticipate and adapt to future
trends and security risks (Hristov, 2018a, pp.61-67; Hristov, Radulov, lliev, Andreeva, 2010a; Hristov, 2018b,
pp. 183-186; Hristov, Ninov, 2018c, pp.316-323; Hristov, Naplatanova, 2018d, pp. 293-315; Hristov, 2017a,
pp. 998-1004, Hristov, Georgiev, 2017b, , pp. 110 -113; Hristov, Georgiev, 2017c, , pp. 114-117; Hristov,
Glushkov, 2018e, pp.582-588; Hristov, Glushkov, 2018f, pp. 187-193; Hristov, 2017d, pp. 821-829;
Madanski, Georgiev, 2017e, pp. 4-13; Madanski, Georgiev, 2017f, pp. 43-51; Terziev, Madanski, Georgiev,
20179 pp. 748-753; Terziev, Madanski, Georgiev, 2017h pp. 743-747; Terziev, Madanski, Georgiev, 2017i
pp. 923-927; Terziev, Madanski, Georgiev, 2017}, pp. 1051- 1055; Terziev, Nichev, Bankov, 2016a, s.189-
196; Terziev, Nichev, Bankov, 2016b, s. s.116-134; Terziev, Nichev, Bankov, 2016c, pp.12-21; Terziev,
Nichev, Bankov, 2016d, str.119-128; Terziev, Nichev, Bankov, 2016e, str.129-146; Terziev, Nichev, Bankov,
2016e, str.129-146; Terziev, Nichev, Bankov, 2016f, str. 144- 185; Terziev, Nichev, Bankov, 2016f, str. 144-
185; Terziev, Nichev, Bankov, 2016g, s.413-422; Terziev, Nichev, Bankov, 2016h, str.177-204; Nichev,
2017k, str. 121-128; Nichev, 2017I, pp. 129-135; Kanev, Terziev. 2017m; Kanev, Terziev, 2017n; Terziev,
20170; Terziev, 2016i; Terziev, 2017p; Terziev, 2017q; Terziev, Vezieva, Arabska, 2016j; Terziev, Manolov,
2016k; Terziev, Minev, Sotirov, Ivanov, 2016l; Terziev, Kanev, 2017r; Terziev, Madanski, 2017s; Terziev,
Madanski, 2017t; Terziev, Madanski, 2017u; Terziev, Madanski, Kanev, 2017v; Terziev, Madanski, Kanev,
2017w; Terziev, Madanski, Kanev, 2017x; Terziev, Madanski, Kanev, 2017y; Terziev, Madanski, Kanev,
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2017z; Terziev, Nichev, 2016m; Terziev, Nichev, 2017).
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